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Accomplishment Reporting: It is essential that the Internal Audit Division track

accomplishments throughout the year to identify its success in completing the annual audit plan.
The number of reports issued should not be the sole measure of success, but rather the management
improvements through recommendations and cost savings that were a result of the audits.

At each IIAA meeting, the Internal Audit Division Director shall provide a monthly project report
(Form 17) that shows the status of completion of each audit; a comparison of hours budgeted to
hours used on each assignment; and a breakdown of total hours budgeted and used by direct hours,
leave hours, and indirect hours. The report shall also include a status of assignments, assignments
completed, and reports issued since the last meeting summarizing audit results, management
improvements, and cost savings, if any. When external contractors are utilized the Audit Director
must obtain the project status report from the contractor on a timely basis for presentation at the
monthly meeting.

The Internal Audit Division Director shall provide an annual report to the IIAA summarizing the
accomplishments of the division. The report shall identify the audit reports issued and the cost
savings and management improvements that have occurred as a result of the audit reports including
the number of recommendations provided and utilized. The annual report should also include
accomplishments that occurred in the fiscal year that related to audit reports issued in prior periods.
A primary source of this information is the monthly project status reports provided to the 1AA
and the Recommendations and Accomplishment Log (Form 15) utilized to log the status of follow
up recommendations. The report shall also include the percent of audit recommendations
implemented and the percent of auditor direct time.

Another measure of the success of the Internal Audit Division is its success in undergoing a peer
review when applicable by the Association of Local Government Auditors (ALGA) every 3 years
as required by Government Auditing Standards. This process is further described in Chapter 1IG,
External Quality Control.
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Government Auditing Standards: The Board of County Commissioners Resolution No. 99-05
dated April 27, 1999 (See Chapter IB) provides that audits shall be conducted in accordance with
Generally Accepted Government Auditing Standards (GAGAS).
http://www.gao.gov/new.items/d07731g.pdf

Chapter 1 of the standards describes the use and application of GAGAS. GAGAS provide a
framework for conducting high quality government audits and attestation engagements with
competence, integrity, objectivity, and independence. GAGAS contain requirements and guidance
dealing with ethics, independence, auditors’ professional competence and judgment, quality
control, the performance of field work, and reporting. Audits and attestation engagements
performed under GAGAS provide information used for oversight, accountability, and
improvements of government programs and operations.

The Internal Audit Division is committed to achieving a high level of audit quality and we follow
GAGAS in all of our audit work. Each auditor receives a copy of Government Auditing Standards
and is responsible for becoming familiar with and adhering to its requirements. Our internal
quality controls described in Chapter I1G, which include completion of a Quality Assurance
Checklist (Form 1), are designed to ensure compliance with GAGAS. In addition, Chapter I1H
provides that an external quality control review shall be conducted by the Association of Local
Government Auditors (ALGA), tests our compliance with GAGAS every 3 years when audits are
performed internally. Audits performed by third party contractors will obtain quality control
through their own quality control procedures and peer review process. When contracted a
contractor should be checked for their most previous peer review report. During the contract term,
if a new peer review has taken place with the contractor, the contractor will need to provide the
Internal Audit Division with their updated peer review report.

IEach staff auditor is required to read the field work and reporting standards that apply to the
specific type of audit: financial, performance, or attestation engagement before beginning each
assignment. Auditors should consult with the Internal Audit Director to determine the type of
audit and should indicate the type of assignment on the Monthly Project Report and status.

GAGAS defines the types of audits as follows:

» “Financial audits provide an independent assessment of whether an entity’s reported
financial information (e.g., financial condition, results, and sue of resources) are presented
fairly in accordance with recognized criteria. Financial audits performed in accordance
with GAGAS include financial statement audits and other related financial audits.” (GAS
2.07) This section of the standard goes on to explain the definition of financial statement
audits and the information other types of financial audits may include (GAS 2.07 (a) and
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(b)). Asnoted in GAS 2.08, GAGAS incorporates by reference the American Institute of
Certified Public Accountants (AICPA) Statements on Auditing Standards (SAS).

> “Attestation engagements can cover a broad range of financial or nonfinancial objectives
about the subject matter or assertion depending on the users’ needs. GAGAS incorporates
by reference the AICPA’s Statements on Standards for Attestation Engagement (SSAE).
Additional requirements for performing attestation engagements in accordance with
GAGAS are contained in chapter 5. The AICPA’s standards recognize attestation
engagements that result in an examination, a review, or an agreed-upon procedures report
on a subject matter or on an assertion about a subject matter that is the responsibility of
another party.” (GAS 2.09) In GAS 2.09 (a), (b) & (c) the standards explain the differences
between a examination, a review and an agreed-upon procedures report.

» “Performance audits are defined as audits that provide findings or conclusions based on an
evaluation of sufficient, appropriate evidence against criteria. Performance audits provide
objective analysis to assist management and those charged with governance and oversight
in using the information to improve program performance and operations, reduce costs,
facilitate decision making by parties with responsibility to oversee or initiate corrective
action, and contribute to public accountability.” (GAS 2.10)

Chapters IIE and 111G of this audit manual refer to audit fieldwork and reporting standards,
respectively, for financial audits and attestation engagements, but do not restate them since the
Internal Audit Division conducts mostly performance audits and contracts out most all audit
assignments. These chapters do summarize GAGAS requirements applicable to all types of
assignments, including specific requirements for performance audits. Since the Internal Audit
Division follows GAGAS and also contracts out most of its audit work, this guide should be taken
as a summary and not as the full guidelines.

Stating Compliance with GAGAS in the Audit Reports

Reports on audits and attestation engagements issued by the Internal Audit Division shall include
either an unmodified or modified GAGAS compliance statement in accordance with GAS 2.24 (a)
and (b). When auditors do not comply with any applicable GAGAS requirement, auditors shall
comply with GAS 2.25 and (1) assess the significance of noncompliance to the audit objectives,
(2) document the assessment in the workpapers, along with their reasons for not following the
requirement, and (3) determine the type of compliance statement. The auditors’ determination
will depend on the significance of the requirements not followed in relation to the audit objective.
When an applicable GAGAS requirement is not followed on a performance audit, this must be
disclosed in the report as required by GAS 7.31.




INTERAGENCY
INTERNAL AUDIT

AUDIT MANUAL

AUTHORITY
CHAPTER Il | SUBJECT: ACCOMPLISHMENT INDEX:
REPORTING 4 OF 19
DATE: 02/14

GAGAS do not cover professional services other than audits or attestation engagements. These
professional services are known as non-attest services and are discussed in GAS 2.12-2.13, 3.34-
3.58. Therefore, auditors must not report that non-attest services were conducted in accordance

with GAGAS. non-attest
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Ethical Principles: The Internal Audit Division shall follow Chapter 1 of the December 2011
Revision to the Government Auditing Standards, which provide the ethical principles that are
expected of audit organizations and auditors who conduct their work in accordance with the
standards. The ethical principles that guide the work of auditors are: a. the public interest; b.
integrity; c. objectivity; d. proper use of government information, resources, and position; and e.
professional behavior (GAS 1.10 — 1.24).

» The public interest — Auditors must maintain a high level of integrity, objectivity and
independence in discharging their professional responsibilities in order to serve the public’s
interest and honor the public’s trust.

* Integrity — Public confidence in government is maintained and strengthened by auditors’
conducting their work with an attitude that is objective, fact-based, nonpartisan and non-
ideological with regard to audited entities and users of audit reports.

* Objectivity — The credibility of government auditing is based on auditors’ objectivity in
discharging their professional responsibilities. Objectivity includes being independent,
maintaining an attitude of impartiality, having intellectual honesty and being free of conflicts of
interest.

» Proper use of governmental information, resources and position — In the government
environment, the public’s right to the transparency of government information has to be balanced
with the proper use of that information. As a result, exercising discretion in the use of information
acquired in the course of auditors’ duties is an important part in achieving this goal. Improperly
disclosing any such information to third parties is not an acceptable practice. Likewise, protecting,
conserving and using government resources appropriately are an important element in the public’s
expectations for auditors. Misusing the position of an auditor for personal gain violates an auditor’s
fundamental responsibilities.

* Professional behavior — High expectations for the auditing profession include compliance with
laws and regulations and avoidance of any conduct that might bring discredit to auditors’ work.
Professional behavior includes auditors putting forth an honest effort in performance of their
duties and professional services.

In addition, the Internal Audit Division subscribes to all ethics demanded of County employees
in accordance with Section 1-7.1 of the Frederick County Code. Refer to Section 1-7.1-5 for
conflict of interest requirements. (See Appendix F for a copy of the County Code Section 1-7.1)
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Confidentiality: All information, reports, documents, etc., passing through the Internal Audit
Division concerning auditees are to be treated as confidential to the extent allowed by the Public
Information Act (PIA). http://www.oag.state.md.us/Opengov/pia.htm

This also means that all audit problems, findings, conclusions, and recommendations are to be
discussed only with the I1AA, authorized representatives of the auditee or authorized
representatives of the auditee’s external auditor. Exceptions to this rule must be authorized by the
I1AA or authorized representatives of the auditee. The word "all,"” underlined above, is emphasized
because even the most inconsequential information may become troublesome to an auditee, the
County, or the IIAA when taken out of context or misinterpreted by an unauthorized party.

While our final reports and work papers are subject to the PIA, it is the Internal Audit Division’s
intention to take precautions to avoid misinterpretation of the information by external parties.
Requests for such information should be handled in accordance with Chapter IVA, Public Access
to Records.

Draft reports, including Discussion Drafts, are subject to change and are, therefore, not considered
"final™ until a response is received from the auditee and the proposed final report is approved by
the IIAA. Reports in the draft stage are not subject to the PIA. Draft reports shall be stamped
“Confidential” or “Draft” before being distributed to authorized parties and shall not be shared
with any other parties without the approval of the Internal Audit Division Director. (See Chapter
I1IH, Audit Reporting Policies and Procedures)

Since working papers and final reports are considered public information, our policy is to refrain
from using names of individuals in our working papers and reports in connection with noted
deficiencies and, rather, state only the position title of the individual(s) involved. Our goal is to
obtain corrective action for deficiencies, not to place blame on any individual. In addition, it is
important to maintain the trust and cooperation of auditees, which cannot be accomplished if they
have concerns regarding retribution due to information they provide to us.

In verbal communications with management during the audit or exit interview, auditors should use
discretion in revealing the name of a staff person relative to a deficiency noted. Our policy is to
not become involved in disciplinary action and, as such, care must be taken not to imply to
management that specific individuals are responsible. The above, however, applies only to
deficiencies involving lack of adherence to policies and procedures, and not to illegal acts. If an
auditor is reasonably certain that an illegal act has occurred, it should be reported to the Internal
Audit Division Director, who will take appropriate action.
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Independence: GAGAS Chapter 3, General Standards, emphasize, among other things, the
independence of the audit organization and its individual auditors. GAGAS provide that “In all
matters relating to the audit work, the audit organization and the individual Non-attestNon-
attestauditor, whether government or public, must be independent.” (GAS 3.02). In accordance
with standards independence includes independence of mind, and appearance. (GAS 3.03)

If there is a personal, external, or organizational impairment on an audit, the Internal Audit
Division will attempt to remove the impairment. If an impairment cannot be removed, the Internal
Audit Division shall promptly consult with the 11AA to consider not performing the work. The
Internal Audit Division shall decline to perform the work unless there is a legislative requirement
or other reason where the work cannot be declined. In those cases, the Internal Audit Division
shall disclose the impairment in the scope section of the written audit report and the GAGAS
compliance statement will be modified as required by the standards. (GAS 3.20-3.26) As stated
in GAS 3.31 -3.32, The Internal Audit Division is an internal audit function and therefore will also
follow the Institute of Internal Auditors (11A) Standards in conjunction with GAGAS.

If an impairment is identified after issuance of a report, the Internal Audit Division will assess the
impact of the impairment on the audit. If the Internal Audit Division concludes that it did not
comply with GAGAS, it will promptly notify the I1AA, determine the impact on the audit report,
and notify appropriate parties in writing about the independence impairment and the impact on the
audit.

During the planning stages of contracted internal audit services, the Internal Audit Division will
inquire with the contractor on their determination of independence. The contractor will be
responsible for ensuring their independence and adherence to GAGAS. The Internal Audit
Division will require the contractor provide its most recent peer review report, if not already held
by the Internal Audit Division from the original request for proposal response.

Each auditor within the Internal Audit Division must comply with GAGAS independence
requirements. Chapter 11B, Ethical Principles, also requires that auditors comply with GAGAS
ethical principles and Section 1-7.1 of the Frederick County Code, which contains the County’s
conflict of interest requirements.

The Internal Audit Division has established a Certificate of Independence document along with a
annual independence assessment and checklist (See Form 18a) the Certificate shall be completed
for each audit and attest engagement performed by the Internal Audit Division itself (rather than a
contractor). This document shall be completed prior to the start of each assignment that beginning
on or after December 15, 2011. If the auditor is not independent and will not sign the certification,
the auditor is required to attach an explanation in writing as to why the auditor believes he or she
is not independent. The Audit Director, shall work with staff to properly document and resolve the
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issue when able. The Certificate of Independence states that a false certification can lead to
disciplinary action. The Audit Director is responsible for monitoring compliance with the
procedure on every assignment performed internally through supervisory and quality control
review. Staff are required to notify the Audit Director immediately to resolve any independence
issues.

The Internal Audit Division has also established a procedure for auditors, when using the work of
a specialist, to assess the specialist’s ability to perform the work and report results impartially.
The procedure requires specialists to complete a Certificate of Independence-Specialist form
(Form 18b) before beginning work on an audit. If the specialist’s independence is impaired, the
auditors shall not use the specialist’s work.

Within the 2011 GAS revision GAGAS has implemented a conceptual framework approach to
independence (GAS 3.07 — 3.26). This framework is based on the ability of the auditor to apply
the framework at different levels with the ability to 1) identify threats to independence 2) evaluate
the significance of those threats and 3) apply safeguards to eliminate or reduce those threats to
acceptable levels.  During audit engagements the Internal Audit Division shall maintain
cognizance of threats and the safeguards which can eliminate or reduce those threats. If threats
are noted during an audit engagement the internal audit team shall document those threats along
with any safeguards with might work against those threats.

Threats

Threats are explained in GAGAS section 3.13 through 3.15 which lays out seven broad categories
1) Self-interest threats 2) Self-review threats 3) Bias threats 4) Familiarity threats 5) Undue
influence threats 6) Management participation threats and 7) Structural threats.

Safeguards
Safeguards are internal controls which can eliminate or reduce independence threats. GAS 3.16

through 3.19 provides examples of safeguards which can assist an auditor in reducing and
eliminating independence threats. These examples are not all-inclusive and are just examples for
the audit to use as a base.

The Internal Audit Division maintains its independence, free from external impairments, by
reporting directly to the IIAA, established as an independent agency of Frederick County,
Maryland (Chapter 1B, Legal Basis). The I1AA has the sole authority to approve the Internal Audit
Division’s annual work plan and all requests for audits or studies submitted by the County
Commissioners, department heads or employees of the County. It is the ITAA’s policy to reject
request that are in conflict with independence requirements contained in GAS. Frederick County
Code Sections 2-7-69 and 2-7-70 provide the Internal Audit Division access to records and
materials needed to perform audits (Chapter 1A, Statement of Authority and Responsibility).
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Under GAGAS 3.31 the ability for an internal auditor to maintain independence is explained and
under the guidance the Internal Audit Division needs to meet all of the following criteria:
1. Is accountable to the head or deputy head of the government entity or those charged with
governance
2. Reports the audit results both to the head or deputy head of the government entity and to
those charged with governance
3. s located organizationally outside the staff or line-management function of the unit under
audit
4. Has access to those charged with governance; and
5. Is sufficiently removed from political pressures to conduct audits and report findings,
opinions and conclusions objectively without fear of political reprisal.
The Internal Audit Division structure and use of the 11AA allows the Internal Audit Division to
meet these criteria fully and conduct itself in an independent manner as appropriate and in
accordance with GAS.

Non-attestNon-attest Services

GAGAS requires audit organizations that provide non-attestnon-attest services (professional
services other than audits or attestation engagements) to establish policies procedures and evaluate
whether providing the services creates an impairment to independence in fact or appearance or in
the aggregate with respect to the entities they audit. (GAS 3.33-3.58)

non-attestnon-attestnon-attestnon-attestnon-attestnon-attestnon-attestThe Internal Audit Division
only provides non-attest services that do not impair auditor independence, as described in Section
3.48 of the Government Auditing Standards. These services typically involve following-up on
prior audit recommendations, conducting investigations, conducting inventory counts and
providing technical advice based on an auditor’s technical knowledge and expertise and do not
require supplemental safeguards. When performing non-attest services such as providing technical
advice, the Internal Audit Division shall communicate, as appropriate, with the management
officials that the scope of the work performed does not constitute an audit under GAGAS. (GAS
2.12).

If the Internal Audit Division is requested to perform non-attest services that would impair our
ability to meet either or both of the overarching principles for certain types of audit work, the
Internal Audit Division will inform the requestor and the audited entity that performing the non-
attest services would impair the auditors’ independence with regard to subsequent audit or
attestation engagements the auditor would then also need to modify the GAGAS compliance
statement accordingly. (GAS 3.44)
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The Internal Audit Division has established procedures to ensure compliance with GAGAS
requirements on non-attest services in connection with the December 2011 GAS revision. This
procedure includes determining the type of non-attest services as described in GAS 3.49-3.58,
documenting non-attest services provided, and determining what supplemental safeguards will be

taken, when required. (GAS 3.30)

In addition, the Internal Audit Division has established a procedure to ensure that the staff auditor
check the Non-attest Services log before starting each audit or attestation engagement to determine
if any non-attest services have been performed, and if there are any safeguards that need to be
taken and that must be considered and brought to the attention of the Audit Director.non-attest




INTERAGENCY

AUTHORITY AUDIT MANUAL

CHAPTER Il | SUBJECT: ACCOMPLISHMENT INDEX:
REPORTING 11 OF 19
DATE: 02/14

Professional Judgment: GAGAS require using professional judgment in planning and
performing audits and attestation engagements and in reporting the results. (GAS 3.60-3.68)

The Internal Audit Division shall comply with these requirements, which state in part:

Professional judgment includes exercising reasonable care and professional skepticism. (GAS
3.61)

e Reasonable care concerns acting diligently in accordance with applicable professional
standards and ethical principles. Professional skepticism is an attitude that includes a
questioning mind and critical assessment of evidence. It includes a mindset in which
auditors assume neither that management is dishonest nor of unquestioned honesty.

e Using the auditors’ professional knowledge, skills, and experience to diligently perform,
in good faith and with integrity, the gathering of information and the objective evaluation
of the sufficiency and appropriateness of evidence is a critical component of audits.
Professional judgment may involve collaboration with other stakeholders, outside experts,
and management in the audit organization. (GAS 3.62 — 3.63)

e Using professional judgment is important in carrying out professional responsibilities
including independence standards and the conceptual framework including considerations
of threats and safeguards.  Objectivity should encompass the assignment of competent
staff defining the scope of work, evaluating, documenting and reporting the results of the
work and maintaining appropriate quality control over the full audit process. (GAS 3.64 —
3.65)

e Using professional judgment is important in determining the required level of
understanding of the audit subject matter and related circumstances. (GAS 3.66)

e Using professional judgment to consider the risk level of each assignment and the
sufficiency and appropriateness of evidence to be used to support audit findings,
conclusions and recommendations. (GAS 3.67)

As stated in Chapter IIA, Government Auditing Standards, “The Internal Audit Division is
committed to achieving a high level of audit quality and we follow GAGAS in all of our audit
work. Each auditor receives a copy of the Government Auditing Standards and is responsible for
becoming familiar with and adhering to its requirements.” The Audit Director shall be involved
throughout the audit, and their reviews of work papers and reports, shall ensure that the audits are
performed using sound professional judgment and in compliance with GAGAS and internal
procedures. The 11AA shall review reports, as appropriate, prior to issuance and the Internal Audit
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Division shall seek professional technical guidance from the I1AA, as needed, to ensure that sound

professional judgment is used. (See Chapter 11G, Internal Quality Control)
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Competence: GAGAS require that the staff assigned to perform the audit or attestation
engagement must collectively possess adequate professional competence for the tasks required.
(GAS 3.69-3.71)

The Internal Audit Division shall comply with GAGAS competence requirements including
technical knowledge and continuing professional education requirements (CPE). (GAS 3.69-3.71
and 3.72-3.78)

e The Audit Director identifies skills necessary to conduct a particular audit or scope of audits
to be performed and assigns staff accordingly. (GAS 3.69) The Director is responsible for ensuring
that staff assigned to conduct an audit or attestation engagement under GAGAS collectively
possesses the technical knowledge, skills, and experience necessary to be competent for the type
of work being performed before beginning work on that assignment. (GAS 3.72) Outside
consultants are to be utilized when specific technical skills, such as skills to audit IT systems, are
needed.

e As required by GAGAS, the Internal Audit Division has a process for recruitment, hiring,
continuous development, assignment, and evaluation of staff to maintain a competent workforce.
(GAS 3.70)

-The Internal Audit Division follows the Frederick County Government Human Resources
Policies and Procedures Manual, Section 2, Recruitment/Hiring process. The Internal Audit
Division routinely reviews and updates requirements for education, experience, and technical
knowledge. These changes are reflected in specific job descriptions and duties, which are used
in recruiting for a position.

-The Internal Audit Division continuously develops its audit staff by providing CPE in
accordance with GAS 3.76-3.81.  Each auditor performing work under GAGAS should
complete, every 2 years, at least 24 hours of CPE that directly relates to government auditing,
the government environment, or the specific or unique environment in which the audited entity
operates. Auditors should also obtain at least an additional 56 hours of CPE (for a total of 80
hours of CPE in every 2 year period) that enhances the auditor’s professional proficiency to
perform audits or attestation engagements. Auditors required to take the total 80 hours of CPE
should complete at least 20 hours of CPE in each year of the two-year period. (GAS 3.76). If
a staff is a licensed CPA, that staff member must also comply with their state regulator for
hours per regulation period (for the state of Maryland and the Maryland Association of
Certified Public Accountants (MACPA) you must complete 80 CPE hours in a 2 year period,
which shall include 4 hours of ethics CPE).
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- As a quality control, the Internal Audit Division’s Administrative Coordinator is responsible
for tracking CPEs, maintaining documentation of CPEs completed, and providing CPE reports
to the Director. The Audit Director shall assist the Director, as needed, to ensure the accuracy
of the CPE records and to monitor and ensure compliance with GAGAS CPE requirements.
(GAS 3.78). Staff members shall have all CPE approved before signing up for coursework to
ensure they are following a proper learning plan in connection with their planned assignments.

-Each Internal Audit Division staff member is given a goal setting review, an interim and a
final performance review as required by Frederick County Government Human Resources
Policies and Procedures Manual, Section 9, Performance Reviews. It should be noted that these
reviews are considered confidential and the County’s Human Resources Division will only
release them to those who have access to personnel files as stated in the Frederick County
Government Human Resources Policies and Procedures Manual, Section 4, Employment. All
other personnel may not have access to the evaluations or anything in the personnel files unless
the employee releases information in writing.

e External specialists assisting in performing a GAGAS assignment should be qualified and
maintain professional competence in their areas of specialization, but are not required to meet the
GAGAS CPE requirements. (“Specialist” should not be confused with contracted internal auditing
professionals. Contracted internal auditing professionals shall fall under the requirements of the
quality control processes established by their firms as accepted by the Internal Audit Division’s
contract with those professionals and the results of their peer review report.). Auditors should
assess the professional qualifications of such specialists and document their findings and
conclusions. (GAS 3.81) GAGAS require that internal specialists, who are part of the organization
and perform as party of the audit team should comply with GAGAS, including the CPE
requirements. The Internal Audit Division does not have internal specialists. When outside
consultants are used, their knowledge, skills, and experience are evaluated through the selection
process.

e Auditors performing financial audits or attestation engagements should be knowledgeable in
the relevant generally accepted accounting principles (GAAP), AICPA generally accepted auditing
standards, AICPA attestation standards, Statements on Auditing Standards (SAS), Statements on
Standards for Attestation Engagements (SSAE), and the application of these standards. If auditors
use GAGAS in conjunction with any other standards, they should be knowledgeable and
competent in applying those standards. Internal Audit Division auditors are required to be
knowledgeable of all relevant standards and training is provided through formal training courses
and webinars.
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Internal Quality Control: GAGAS require that each organization performing audits or attestation
engagements must:

> Establish a system of quality control that is designed to provide the organization with
reasonable assurance that the organization and its personnel comply with professional
standards and applicable legal and regulatory requirements. (GAS 3.82.a)

» Document its quality control policies and procedures and communicate those policies and
procedures to its personnel. (GAS 3.84)

» Document compliance with its quality control policies and procedures and maintain such
documentation for a period of time sufficient to enable those performing monitoring
procedures and peer reviews to evaluate the extent of the audit organization’s compliance with
its quality control policies and procedures. (GAS 3.84)

This chapter describes the Internal Audit Division’s quality control policies and procedures
designed to monitor the quality of work to provide the Division and IIAA reasonable assurance
that the auditors comply with professional standards and applicable legal and regulatory
requirements. (GAS 3.82.a.) Each staff member has a copy of this manual which they are required
to follow. Section f Monitoring of Quality in this chapter describes the Internal Audit Division’s
quality control policies and procedures and the requirement to maintain documentation to show
evidence of compliance.

GAGAS also require that an audit organization include policies and procedures in its system of
quality control that collectively address: (a) leadership responsibilities for quality within the audit
organization, (b) independence, legal, and ethical requirements, (c) initiation, acceptance, and
continuance of audit and attestation engagements, (d) human resources, (e) audit and attestation
engagement performance and reporting, and (f) monitoring of quality. (GAS 3.85)

a. Leadership Responsibilities for Quality

Chapter IA, Statement of Authority and Responsibilities, states that the Internal Audit Division,
under the direction of the I1AA, is responsible for ensuring that audits are performed in accordance
with Government Auditing Standards issued by the Comptroller General of the United States. The
Audit Director is responsible for ensuring audit quality.
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b. Independence, Legal, and Ethical Requirements

Policies and procedures relating to Independence are included in Chapter 11D, Independence. Legal
and Ethical requirements are included in Chapter 11B, Ethical Principles.

c. Initiation, Acceptance, and Continuance of Audit and Attestation Engagements

Policies and procedures for initiating audits and attestation engagements are included in Chapter
IIC, Initiating the Audit. Regarding the acceptance of audits and attestation engagements, Chapter
IA, Statement of Authority and Responsibility, states “Requests for audits deemed to be politically
motivated, not within the scope as previously described or, due to their technical nature, are
considered to be beyond the expertise of the internal audit staff will not be approved for
performance.” Chapter 111D, Audit Planning, provides policies and procedures for continuing or
discontinuing audits or attestation engagements.

d. Human Resources

Chapter IIF, Competence, contains the Internal Audit Division’s policies and procedures to ensure
that its staff complies with GAGAS competence requirements.

e. Audit and Attestation Engagement Performance and Reporting

Policies and procedures for Audit and Attestation Engagement Performance and Reporting are
included in Chapter I11D, Audit Planning; Chapter II1E, Audit Fieldwork Standards; Chapter I1IF,
Audit Fieldwork Policies and Procedures; Chapter 111G, Audit Reporting Standards; and Chapter
I1IF, Audit Reporting Policies and Procedures.

f.  Monitoring of Quality

The Internal Audit Division monitors the quality of audits and attestation engagements through (1)
supervisory review, (2) independent referencing of reports, (3) completion of the Quality
Assurance Checklist, and (4) the Audit Director’s annual review to identify any systemic issues

needing improvement.

Supervisory Review

The Audit Director, under the guidance of the I1AA, is responsible for the quality of work as well
as for providing on-going technical guidance to staff and assistants, if any, and reviewing their
work throughout the audit, attestation engagement, or non-attest services®. If at any time the

! The Internal Audit Division requires supervisory review of all work, including non-attest services (where able
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Internal Audit Division employees a Senior or Manager staff member the Audit Director may
assign them to assist in providing technical guidance to staff and signing-off on their workpapers
as well as assist with detail review.

Supervision includes:

» Review of the audit announcement memo

» Attendance at entrance conferences and exit conferences

» Periodic meetings with staff to discuss the status of the audit or attestation engagement

> Review of Monthly Project Reports

» Review of workpapers at the end of planning to discuss potential risk exposure, refine audit
objectives, or decide not to proceed into testing if it is not necessary

» Review of audit program for the testing phase

> Review of workpapers at the end of testing

» Message meetings, review finding outlines and the overall message of the draft report, and

> Review of discussion drafts, drafts, and final reports

OThe Internal Audit Division has established a procedure to ensure that workpapers are promptly
reviewed and that such reviews are documented. The procedure requires that all working papers,
or series of working papers, have evidence of supervisory review before the Discussion Draft is
issued. In addition, the Audit Director (or a Manager, if available) shall maintain documentation
of other supervisory reviews such as workpaper review notes and supervisory reviews of reports.
Such documentation shall be available for review by the Audit Director and peer review team to
enable an evaluation of the Internal Audit Division’s quality control policies and procedures. (GAS
3.84)

In addition, the Internal Audit Division has established a procedure for Message Meetings which
are to hold meetings with the Audit Manager (when applicable) and Audit Director at the
completion of audit testing to discuss the overall message of the report. Message Meetings will be
used to get the Audit Manager (when applicable) and Audit Director’s buy-in on the report before
writing starts. Staff should document these meetings. If the Director determines that Message
Meetings are not needed, the Staff auditor shall document that decision in the workpapers.

Also, as stated in Chapter I11H, Audit Reporting Policies and Procedures, proposed final reports,
with the exception of financial statement reports provided to the County and issued to a State
agency, are submitted to the 11AA for approval before issuance. The II1AA, therefore, reviews the
proposed reports and, the Internal Audit Division makes changes to the report before issuance, if
needed.

depending on staff levels). However, GAGAS do not cover non-attest services.
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Independent Referencing of Reports

OThe Internal Audit Division has established quality control over reports by requiring a staff
member (in most cases will be the Administrative Coordinator) who did not work on the
assignment to independently verify that the proposed report is accurate and agrees with underlying
support contained in the workpapers. The referencing process must be completed before issuance
of the draft and before the proposed final report is presented to the IIAA for approval.

Quality Assurance Checklist (See Form 1)

For each audit or attestation engagement, the lead auditor must complete and sign the Quality
Assurance Checklist to certify that work performed complies with GAGAS and internal
procedures contained in the Audit Manual prior to issuance of the draft report. The checklist
incorporates Section 11J, Review of Audit/Engagement Documentation, included in the
Association of Local Government Auditors’ (ALGA) Peer Review Guide (2011), which was based
on the December 2011 revision to the Government Auditing Standards issued by the Comptroller
General of the United States. The checklist should not be used for non-attest services such as
follow-up reviews or investigations, since GAGAS does not apply to such assignments, or for audit
work done in support of external auditors where we do not issue the report.

Audit Director’s Annual Review

GAGAS require that the audit organization analyze and summarize the results of its monitoring
procedures at least annually, with identification of any systemic issues needing improvement.
(GAS 3.95)

To comply with this standard, the Audit Director will conduct an annual review of the results of
monitoring and provide a report to the I1AA after the end of each calendar year. The Director shall
review audit and attestation engagement reports issued in the past calendar year and will examine
work papers for evidence of supervision and quality control. The Director shall also review
supervisory review notes and independent referencer’s comments and their resolution. The report
shall summarize the results of the review and include recommendations and actions taken or
planned to address the recommendations. The results of the review, and actions that need to be
taken, shall be communicated to the staff. The Audit Director’s annual reviews shall be made
available to peer reviewers to show compliance with GAS 3.95.
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External Peer Review: GAGAS require that each organization performing audits or attestation
engagements must have an external peer review performed by reviewers independent of the audit
organization being reviewed at least once every 3 years. (GAS 3.96) The review should be
sufficient in scope to provide a reasonable basis for determining whether, for the period under
review, the reviewed audit organization’s system of quality control was suitably designed and
whether the audit organization is complying with its quality control system in order to provide the
audit organization with reasonable assurance of conforming to applicable professional standards.
(GAS 3.96)

Frederick County Resolution 99-05, Paragraph 7, requires an external quality control review at
least once every 3 years by an organization not affiliated with Frederick County Government,
Frederick County Public Schools, or Frederick Community College (Chapter 1B-Legal Basis) for
internally performed audits.

Every 3 years, the Internal Audit Division Director shall include funds for an external peer review
in its budget request and request the Association of Local Government Auditors (ALGA) to
conduct the review. If for any reason a peer review cannot be conducted within the 3-year
timeframe, the Division Director shall promptly notify the IIAA and request and obtain an
extension from the United States Government Accountability Office (GAO) for meeting the peer
review requirement. If there is a 3 year period in which there were no internal audits performed
and all audits were performed by contracted professional firms, then a peer review will not be
necessary. When/if this occurs it must be documented by memo to the I1AA that a peer review
was not necessary due to all audit work provided being performed by outside professional
organizations subject to their own peer review process.

GAGAS requires an external audit organization to make its most recent peer review report publicly
available. (GAS 3.105) The Internal Audit Division’s policy is to make all peer review reports
available to the public by posting them on the Division’s web site. Upon receipt of the ALGA
peer review report, the Division Director shall provide all IAA members with a copy of the peer
review report, and post it on the Division’s website.




